Rogue APs for
“Penetration Testers’




Introduction

® Penetration tester for a Rhode Island based
consulting company

® Security in Healthcare
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Inspiration







The first hack

® Not something found in an office
environment




at’s better...

o e T T o I R L R S TP
R LT PoH s .__qll sl ,._::f'l. S e '-"!q;..n;.:'i"_ d "ui:!:"j"-'r:i-.‘f*"-'r"- :

s o a L LI
L e S T L R



So, what else!?

® What else is in a typical
office environment that
should be connected to a

network

it by ] A ':"11" i -,’rlir‘,r.;l:.:rul_ by _'_'-."=|‘:'_r':.';:__-;':_; ) ..-r..'." P -l:: s I % -.Iu‘_::h'-J:_'.' o ‘;:..:-#_JL..*.':I.—__l'..l-.:_“-.' --"il-"'."-."'ju"l4 e "'-. e i T TR, W PRI T A R
......



First, the AP

® |LaFonera - FON
® Supports OpenWRT




One ethernet!

® Help desk, my device is not functioning

® How do we make the AP and device
' e
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Insert one hub...

® Netgear EN|04




More Challenges?

® Keep host device functional

® Size




Creative soldering...

® Jo make our device small, we need to have
some fun

® Move/remove all ethernet ports and power
connectors (too big!). Lay down capacitors




Ethernet ports

® One of the most difficult portions

® Electrically isolated

® Port removal and disassembly!

HJ-45 10BASE-T




ook like a Dork!




Power

® Fon needs 5v DC, Hub need 5v DC




Even easier!

® The NEVWV La Fonera! - The FON+




Gaining access via
Wireless

® Our own config, high risk

® Similar t C
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Let’s start talking
“hosts”

® Now that we have our requirements...

. I I
SO L W What Can we I..|.n C| In an O“.I.Ce environn |en.t.2 o A
3 o gt o TR S "..'.|__- Lo AL '-'-'--;'-"'u e - -'I--.__'. I'.-\.:. e e T e Ty '-\.".l.-"' i A N s Rt ot Mo e YT TR S L R L g S5 :-\. T .-.'._.:' -'.""t-... .:.. = l_.:.____.u o
i ‘i-i-l '- b .- F .. "':-.. J--".--'.ll'." " .".' % - ‘Irl'"‘ . '.IJ .Il: s .1 .\-'-L:""}r I-p ! -'.- L] .-' " |r';' ] . k I 'l" -'. S . i .‘1. :h.. n\. hF a "'I': B ] .::" . ;i -l.,r-I s .'h " -'p'".' e -" J- -'- i :. o '“-! I. h‘ - .
o e 13 "-"--::";.'.ﬂ-.l‘;'.' E ch G :"u J:-l‘_._-_."__1 -:_:.:___._ Ty _.:._;‘ AT _I._‘_ e .__:_:: ¥ :"1'-1.!1_{&.""'1' "-ﬂ'-:'E..I'.-l-:-'_'=":'-"-.‘, ..__..=. e .-"'_::T:'_ e .__ e #, '.;'.' ! ‘_'.'| .I-.-_.;.,.I __.._:_- ,....:_‘._:._ L et i '!'u':-"':l"'l!-"' T -.._f '!'_-.: -__r.:!__. el _.-!.1_ I___;.:{
e - o s ’ e ¥ v i o 4 v P 4 e LI - e R . --. Tt i g - o - e " i -. - ] - T - i

g ek p v
e Ty o '*-\,."-."r"r"
i| ! A e ':_l.a":___ A




Printers!

® One of the most ubiquitous pieces of tech
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Mmmm, ethernet

® | et’s start with the beginning: the HP MIO




This should be easy..

® | ook ma, plenty of room!




Old tech




Dead Printer Storage!




E-I-E-|-O?

® HP’s upgrade to MIO - EIO!




Tight fit...

® This is where the real creative soldering/
cutting comes In...




The fun we could have
had...




..if only it would work




But wait, there’s more!




Will it blend fit!?




Old tech!?
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Ok, what next?




Multifunction devices!

® More ethernet!

® About EIO form factor

® Canon,amongst others
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What about here!




All signs point to yes!
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Or here!?




Alarm Panel

UL 508 Listed, Industrial Control Equipment

 C-UL Listed, CSA 22.2 No. 14-M91,
Industrial Control Equipment

« UL 1604 Listed, CSA Standard €22.2 No.
213-M1987, Non-Incentive Electrical
Equipment for use in Class |, Division 2,
Hazardous Locations (Groups A, B, C, D)

» UL 864 Recognized Component Control Units
for Fire-Protective Signalling Systems
(EIS8-100T and EIS&-100T/FT only)




Or here!




Climate Control
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Timeclock!?




You can count on it




Meetings...




| can see the light!




Where can in find one?

® Search Google:

Click here to find classrooms with ceiling mounted data projection systems

To reserve a classroom with this equipment, contact the Registrar at 637-5252.

® Jake a trip:




Or here!?




Hmmm...




Or here!?
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The insides..

® ) Ethernet ports

® Power via POE




But...POE

® 802.3af requires special signaling

® VWhat about down stream after all that has
been done for us!?




Tapped in the head
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Secure area’

® But Larry, those phones are in a “secure”




Keep guests happy...




...even this...
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...can turn into this
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But what about...

® \VVe've covered a bunch of office




This looks fun!




Just a few examples

® | oads of APs available




Conclusion?

® Plenty of items in an office environment to
deconstruct
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A little different

® Use OpenWRT to create a WDS (or WET)

® Bridge AP to wireless, connect via same/
~times wireless
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Endless possibilities

® |f it has power, we can tap it

always a battery!




Just for fun...
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Goatse AP




Acoustic Kitty

® [960°s CIA project

e “They slit the cat open, put batteries in him, wired him up. The tail was
used as an antenna. They made a monstrosity. They tested him and
tested h|m They found he Would walk off the jOb when he got hungry
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WiFi Kitty

® FEarly field trials:




Let’s bring it full circle...
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Let’s bring it full circle...




Baby. Check.




Diaper + AP + Power.
Check.




DiAPer + Baby.
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Defenses

® Regular scanning - Kismet & laptop

® Fixed scanning - Kismet & WRT54G

® Wired side scanning - RogueScanner, nessus
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Thanks!

® Any Questions!
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